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Preface
Peter Gill

While there has been significant growth in intelligence studies since the
1990s, viewed globally, this field has been very uneven—with the greatest
preponderance of studies concerning intelligence agencies within the “An-
glosphere,” especially the United States and the United Kingdom. Scholarly
interest in intelligence studies owes to several factors including the broaden-
ing of perceived non-state threats, the “war on terror,” the rise of surveil-
lance society, and an increasing number of intelligence organizations in the
corporate sector and civil society. Thus, there are many more students of
intelligence studies but also a clear need to increase the coverage of areas
hitherto neglected.

The editors’ introduction notes that coverage of Latin America and the Ca-
ribbean, especially in English, is still relatively sparse, and they have set out
to provide some much-needed correction. Intelligence studies in the UK/US
started with examinations of history, especially the use of intelligence in the
major twentieth-century wars, and only later developed into more contem-
porary concerns with governance, especially the related issues of the control
and oversight of intelligence. The contrasting histories and political cultures
of the countries analyzed here provide important context—for example, the
precise institutional form of the authoritarian repression perpetrated by do-
mestic security, intelligence, and police agencies during the second half of
the twentieth century varied, but human rights violations were widespread.
Therefore, it is entirely appropriate that the central theme of The Handbook
of Latin American and Caribbean Intelligence Cultures is democratization—
how intelligence must be governed so that it enhances rather than diminishes
human security. ,

The so-called Third Wave' of democratization starting in 1974 raised
multiple challenges for countries, which were also often struggling with such

ix
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serious economic and social challenges as corruption, poverty, and violence
and, in many cases, these perils continue to prevent any consolidation of
liberal democracy. Furthermore, while democratic progress can be identified
through the first decade of the twenty-first century, a resurgence of authori-
tarian populism more recently has stalled this momentum—not only in Latin
America—and with it, progress in democratic reform of intelligence.2

An essential precondition, some would say synonym, for democracy is rule
of law rather than the rule by law that is common in what might be termed
“defective democracies.” But even if the former is established so that laws are
made by legislatures choser in essentially free and fair elections, are enforced
impartially by responsible ministers, and interpreted by independent judges,
a very specific challenge remains as to whether intelligence agencies remain
in a “reserved domain of power,” where they continue to operate according
to authoritarian norms. The many Latin American regimes that have passed
specific intelligence laws, purporting to increase the control and oversight
of reformed—or at least renamed—agencies, fulfill one necessary condition
for democracy. But this initial step is not sufficient. The central question is
whether the law brings about real rather than just symbolic change.

Democratization is not an event; it is a process, and it requires constant
vigilance and effort. As can be seen in even the older democracies—and as
is well documented here in many chapters—there are many challenges to
first establishing and then maintaining democratic control and oversight of
intelligence. A legislative mandate for the agencies must clarify the rules of
operation and determine that elected officials will establish national security
policies, appoint agency heads, and in agreement with legislatures, determine
their budgets. A key element of this process is to curtail the practice of many
authoritarian agencies of maintaining their own (often illegal) sources of fi-
nance. The legislation must also determine which combination of legisiative,
judicial, and/or expert bodies will monitor the effectiveness and propriety of
the agencies.

The challenges facing those people elected or chosen for these tasks are
great: fundamentally, they must manifest the political will to carry out their
tasks. In countries where there is (for very good reasons) such a historic lack
of trust in security, intelligence, and police agencies, this step requires very
strong personalities. They have two audiences for their work: first, policy
makers and executives who may just not be interested in developing secu-
rity and intelligence policies or who may lack any expertise as to how they
might do so. Second, they (along with academics and researchers) must get
involved in trying to educate a fearful or skeptical public into the realities of
intelligence. This process may involve some necessary accounting for past
abuses but must also include patient explanation of how current policies and
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practices, not just the law (including intelligence law), are different from
i jiods of repression.
preiilﬁzuso%icralxotd;or this work is now dramatically diff.erent from that of t(lille-
1990s with almost complete governmental secrecy havm.g begn at least mzi ;S
fied by the free-for-all that is the Internet. To be S}lr‘e‘, 1ntelhgencclze a%}eigds s
still seek, quite properly, to maintain secrecy of thelr sources an mle? ho ir,l-
but in other respects—access to historical a'rch1ves, greater journalis t1 o
terest, and civil society research—it is possible to understand a gr;&}aI e
more now than before about what intelligence does and whether ite ag "
or degrades security. On the other haqd, be.cause of endfemlc secr;ecy anbeen
reflexive tendency to act repressively, intelligence agencies have al wa{ys,ce "
a focus of conspiracy theorizing; the Internet and the current prei;fa en -0
“fake news” has only worsened this tendency. Therefor'e, such col efgu:r;heir
scholarly research articles as the present volume are so 1mpo.rt.a;1; in atailon
wide promulgation can possibly cour}teract thp grO\.Jvth of m1;1 I(irrndevel.0 ]
Finally, these country studies provide a §ohd basis fo‘r the 111£t er ovel Ef
ment of comparative analysis in an increasmgly uncertgun wor —mt ejbution
both security and democracy—and thus cqnsUtute an 1mp0rtan(t: cog brlan on
to the study of intelligence not only in La.mn Am_erlca‘ and the Cari f‘ o0 ot
globally. Ultimately, this global per§pect1ve on intelligence democra .1
is a key part of the intelligence studies field.
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rule, radicalization-cum-polarization, and the role of militaries in adjudicating high-
stakes political disputes.” Omar Sanchez-Sibony, “Competitive Authoritarianism in
Morales’s Bolivia: Skewing Arenas of Competition,” Latin American Politics and
Society 63, no. 1 (2021): 118—44, DOI: https://doi.org/10.1017/1ap.2020.35. Also see
Brendan de Brun, “Bolivia: A Tale of Praetorianism,” in The Routledge Handbook of
Civil-Military Relations, eds. Florina Cristiana Matei, Carolyn Halladay, and Thomas
C. Bruneau (London: Routledge, 2021).

Chapter Five

Brazil
Marco Cepik!

This chapter assesses Brazil’s intelligence democratization since the end of
the military regime in the 1980s. Structurally speaking, Brazil’s state appa-
ratus has been built in the context of persistent authoritarian political culture
and a highly unequal society.? From an interactional perspective, rigid hierar-
chies historically reproduced in Brazil (figure 5.1) tend to afflict daily interac-
tions between individuals and groups with low levels of mutual trust and the
recurrent use of coercion to resolve conflicts.> Such uncooperative political
dynamics acutely stress democratic institutions, making the Brazilian politi-
cal system a litmus test for democratization.

Historically, Brazilian intelligence is oriented against “internal enemies,”
labeled communists or corrupt actors in different contexts, and persistently
resisted meaningful democratic accountability.* As a result, weak democratic
governance’ of intelligence caused chronic legitimacy deficits, inefficiencies,
and political crises.®

HISTORICAL BACKGROUND ON THE
MILITARY REGIME AND THE ROLE OF INTELLIGENCE

Between 1964, when a military coup overthrew the government of elected
President Jodo Goulart (1961-1964), and 1985, when the National Congress
elected the first civilian president, Brazil was a non-democratic regime. The
military regime used the intelligence services—most notably the National
Information Service (SNI)—to repress the population under the pretext of
combatting internal threats posed by subversion and communism, as defined
in the Brazilian national security doctrine formed in the context of the Cold
War.”
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Figure 5.1. Map of Latin America
Courtesy of the Perry-Castafeda Library Map Collection at the University of Texas

As an entity under the president, the SNI was tasked with supervising
and coordinating information and counterintelligence activities, establish-
ing a national information apparatus encompassing every level of society.?
Nevertheless, its primary focus was eliminating dissent toward the military
government.
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Although the SNI was conceived initially as a civilian agency subordinate
to the executive branch, this agency became a military-dominated organiza-
tion.? In 1968, the government created the National Internal Security System
(SISSEGINT), an interagency arrangement comprised primarily of the SNI
and the intelligence agencies of the three Brazilian military services (army,
navy, and air force). Marco Cepik and Priscila Antunes revealed that this net-
work engaged in “monitoring virtually every aspect of civilian life, especially
those perceived as internal threats to national security. Its operations resulted
in the violation of citizens’ rights, since torture, violation of correspondence,
telephone bugging, and arrests without a warrant were accepted practices
during the military regime.”'® In 1971, the National School of Information
(ESNI) was created to further solidify SNI’s preeminence by monopolizing
intelligence training of civilian and military personnel.!! Between 1974 and
1985, the SNI lost legitimacy due to its politically repressive activities; how-
ever, it retained power in the slow transition to democracy.

In sum, the SNI became a “parallel power.” As illustrated by Scott D.
Tollefson, it “served as the backbone of the military regime’s system of con-
trol and repression.”? It had high penetration of society and was insulated
from external accountability.!* The SNI even survived the end of the military
regime.

BACKGROUND ON DEMOCRATIC
TRANSITION AND INTELLIGENCE DEMOCRATIZATION

After twenty-one years of military rule, in 1985, the military regime initiated
a transition to democracy, by transferring its governing power to a civil-
ian president, José Sarney (1985-1990). In December 1989, Brazil’s first
democratic direct election led to the election of President Fernando Collor
de Mello."™ In 1990, President Collor disbanded the SNI. Since then, three
distinct periods have marked the development of the post-dictatorial Brazilian
intelligence system: 1990—-1999, 2000-2014, and 2015—present."

The first period (1990-1999) was a transitional one, involving some
minor structural reforms.'® The first step was changing the names of some
intelligence agencies, to indicate a departure from past modus operandi. For
instance, the secret services operating under the military included “intelli-
gence” in their titles, to signal compatibility between their practices and those
of their counterparts from democratic countries. In 1991, President Collor
established the Secretariat for Strategic Affairs (SAE), a civilian body under
the presidency that performed various functions, including intelligence activi-
ties.'” An executive decree authorized the remaining SNI personnel, facilities,
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and technical means to operate within the newly formed SAE. The military
and police intelligence branches continued to conduct surveillance against
“subversive” social movements and political parties while simultaneously
supporting “organic security” (internal affairs). The services established their
priorities, responding to their threat perceptions.'®

President Collor submitted a bill regulating intelligence activities to the
National Congress in 1990, but the stigma of the secret services persisted."”
Due to past experiences and the fact that legislation inherited from the mili-
tary dictatorship was still in place, concerns about human rights violations
and power abuses were prominent among journalists, parliamentarians,
academics, and civil society. Throughout the decade, the government and
opposition parliamentarians, especially from the Workers’ Party (PT), de-
bated new legislation to adapt Brazilian intelligence to what would become
the democratic 1988 Federal Constitution. The main points of contention
were determining the proper balance of power between the new civilian
intelligence service and the legislative and judiciary’s proper roles regarding
authorization and oversight.

On December 7, 1999, Congress passed Law 9.883, enacted by President
Fernando Henrique Cardoso (1995-2002) from the Brazilian Social Democ-
racy Party, (PSDB). Article 1 of the law instituted a Brazilian Intelligence
System (SISBIN), committed to defending the constitution and international
treaties signed by Brazil.® The same article defined intelligence and coun-
terintelligence activities. Under the law, intelligence should combine overt
and secret efforts to acquire relevant domestic and international information.
This information was aggregated, correlated, and identified immediate or
potential threats and appropriate responses to decision makers. The law also
defined counterintelligence as aiming to neutralize opposing countries, or
organizations’ intelligence capabilities. ?! Article 6 of the law has determined
that the National Congress should exert external control and supervision of
intelligence activities. Additionally, according to Article 11 of the law, the
Senate brandishes the power to confirm or refuse the ABIN’s director-general
candidate proposed by the president. 22

The Ministry of Defense and its subordinate entities—the intelligence
centers of the navy (CIM), the army (CIE), and the air force (CIAER), the
intelligence subsection of the Joint Chiefs of Staff (EMCFA), and the Center
for the Amazon Security Protection System (CENSIPAM)—participate in the
SISBIN. Ministry of Justice and Public Security also participate in the SIS-
BIN, with the following entities: the intelligence departments of the Federal
Police; the Federal Highway Police; the intelligence units of the departments
in charge of the penitentiary system, ports, public security, special operations,
asset recovery, and international legal cooperation. The Ministry of Infra-
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structure—eight associated agencies—also participate in SISBIN, including
regulatory and implementation bodies in the transport and infrastructure
sectors. Brazil’s other sixteen ministries are part of the SISBIN council by at
least one intelligence representative. Interestingly, of the forty-eight federal
agencies, departments, and units participating in the SISBIN Council, less
than a third directly support national security decisions.

The second period (2000-2014) involved SISBIN’s consolidation and
expansion. President Cardoso introduced additional and lasting institutional
changes during his second term (1999-2002).7 First, ABIN became subor-
dinated to the newly created Institutional Security Office (GSI) of the presi-
dency. Formerly known as the Presidency’s Military Cabinet, the GSI is the
ministry in charge of security affairs in the Brazilian federal government.
Since then, the director of ABIN has been a civilian whose name has to be
approved by the Senate. However, the person who heads ABIN is hierarchi-
cally subordinate to the chief minister of the GSI, since 1999 an army general
appointed by the president of the republic.?* Second, the president and the
minister of justice created a Public Security Intelligence Subsystem (SISP)
through an executive decree to better coordinate law enforcement intelligence
at the federal and state levels.?® Third, the minister of defense established an
independent Defense Intelligence System (SINDE) through an administrative
ordinance.?® SINDE’s goal was to integrate the intelligence services of the
armed forces’ three services, as well as the intelligence components of the joint
chiefs of staff (EMCFA) and the Amazon Protection System Management and
Operational Center (CENSIPAM). Fourth, an executive decree established
which agencies would be part of the Brazilian intelligence system and belong
to the interagency SISBIN Consultive Council. The SISBIN Council has no
direct authority over the participating agencies but performs a potentially vital
role to facilitate cooperation and intelligence policy implementation.?’

Finally, as mandated by the 1999 intelligence law, the Brazilian legislative
branch formally established the Joint Commission for the Control of Intel-
ligence Activities (CCAI) in 2000. Nonetheless, the National Congress took
another thirteen years to approve CCAI’s powers, composition, and internal
rules. According to the National Congress Resolution Number Two adopted
on November 22, 2013, CCAI is a permanent commission of the National
Congress, composed of six senators and six federal deputies, with powers
to inspect all SISBIN’s participating agencies and any other intelligence and
counterintelligence components of the national public administration inside
Brazil and abroad.”® CCAI approves the nominee appointed by the president
to direct ABIN and can conduct inspections at any intelligence-related facili-
ties, initiate investigations, further investigate after receiving any complaints,
and request documents, regardless of classification level.?
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Additionally, the Joint Commission is responsible for evaluating the
National Intelligence Policy (PNI) and the National Intelligence Strategy
(ENINT), revising and amending budget proposals, conducting commission
studies, preparing and requesting reports, proposing legislation, and holding
public and secret hearings. Unjustified refusal to meet CCAI’s demands con-
stitutes a crime. Entrusted with such a range of formal powers, CCAI’s poor
performance over the years is frustrating.*

Lula da Silva (PT) retained the legal framework of SISBIN during his
two presidential terms (2003-2006 and 2007-2010). However, he increased
the number of intelligence branches and boosted resource allocation signifi-
cantly. Two factors facilitated the rapid expansion of the intelligence commu-
nity.?! First, Lula’s regional and global foreign and defense policy initiatives
were diverse and ambitious—necessitating increased knowledge collection
abilities and capacities—leading to employing a more significant number
of personnel and facilities. Similarly, during Dilma Rousseff’s (PT) first
presidential term (2011-2014), Brazil hosted several important international
events such as the United Nations Conference of Sustainable Development
(2012) and the FIFA World Cup (2014). Additionally, Brazil’s public security
environment deteriorated alarmingly during Dilma’s administration. In 2011,
for example, there were 47,215 intentional violent deaths in Brazil, which
rose to 53,646 in 2013 and 63,880 in 2017.32 The combination of more ambi-
tious international goals and a public security crisis resulted in the expansion
of military and law enforcement intelligence spending and activities between
2000 and 2014.

During Cardoso, Lula, and Rousseff’s presidencies, political crises linked
to reports of abuse or intelligence failures were dealt with under the general
framework established by the 1988 democratic constitution.® In 2013, for
example, the National Congress established a Parliamentary Investigation
Commission (CPI) to assess the validity of accusations against the U.S. gov-
ernment of allegedly conducting espionage against Brazil’s presidency and
Petrobras. The CPI concluded that security and counterintelligence failures
transpired, necessitating legislative and organizational reforms.>* Another
positive development was the legislative process leading to the enactment of
the Law of Access to Information (LAI), a federal law that governed citizen’s
access to information and official government secrets, sanctioned by Presi-
dent Rousseff in 2011 (Law 12,527).% Generally speaking, between 1988 and
2014, Brazil obtained significant simultaneous gains in democracy, security,
and socioeconomic development.*

In striking contrast, the third period (2015—present) has been marked by
the deterioration of previously achieved results. The economic situation
worsened drastically following the international fall in commodity prices, the
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consequences of the COVID-19 pandemic, and the macroeconomic policy
choices made by the federal government. The average annual growth of the
Brazilian GDP was —1.06 percent within the above date range, with more
pronounced declines in 2015 (—3.5 percent), in 2016 (3.3 percent), and 2020
(-4.4 percent).”” Social unrest and political polarization followed the deterio-
rating economic environment, punctuated by the impacts of the Car Wash op-
eration, the deposition of Dilma Rousseff by the National Congress in 2016,
the imposition of a harsh austerity plan combined with labor and pensions
deregulations during Michel Temer’s transitional government (2016-2018),
and former President Lula’s arrest followed by Jair Bolsonaro’s controversial
election in 2018.38

Between 2016 and 2018, as Temer’s popular approval rates decreased to a
mere 3 percent, the former vice president appealed to the armed forces to con-
tain protests and intervene in Rio de Janeiro. Law enforcement and military
intelligence agencies have benefited from the symbiotic relationship of gov-
ernment officials requiring assistance, and intelligence and security agencies
providing it with associated resourcing and autonomous management with
minor oversight. Commanded by an influential and prominent army general,
the GSI established by executive decree a National Intelligence Policy (2016)
and a National Intelligence Strategy (2017).

The PNI document (Executive Decree 8,793 of June 2016) identified
eleven priority threats to guide SISBIN’s intelligence work, albeit in a generic
fashion and without prioritization: espionage, sabotage, external interference,
actions contrary to national sovereignty, cyber-attacks, terrorism, illegal use
of sensitive technologies, weapons of mass destruction, organized crime, cot-
ruption, and activities contrary to the Democratic Rule of Law.* In December
2017, another executive decree approved a National Intelligence Strategy
(ENINT) to complement the new policy.*® ENINT has four structuring axes:
networking, technology and training, international projection, and security.
ENINT’s objectives include, inter alia: foster a culture of knowledge pro-
tection; improve cryptography capabilities; consolidate foreign intelligence
activities; target corruption; combat organized crime, transnational crimes,
and terrorism; create protocols for integrated SISBIN actions; and establish
an early warning system. Although ABIN remains the sole federal agency
with an exclusive intelligence mission, both PNI and ENINT are tasked with
guiding the intelligence components of all SISBIN participating agencies in
their respective policy realms.

In 2018, the Temer government authorized ABIN to hire three hundred new
employees. By then, the agency had specialized directorates for intelligence
operations, analysis, counterintelligence, counterterrorism, transnational
crime, the Intelligence School (ESINT), and the Center for Research and
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Development of Secure Communications (CEPESC). ABIN has superinten-
dencies in all Brazilian states and official attachés in twenty countries,*

Jair Bolsonaro’s relationship with intelligence organizations has been
contradictory. On the one hand, Bolsonaro’s policies have favored intelli-
gence agencies. For instance, he appointed thousands of military officers—
active and retired—to relevant positions in the government. In parallel, the
Bolsonaro administration has endeavored to dilute oversight and account-
ability of intelligence.*” On the other hand, he publicly declared his mistrust
in established intelligence organizations, amid concerns with potential misuse
of intelligence components obliged by hierarchy and loyalty in law enforce-
ment and the armed forces, enabled by Bolsonaro’s far-right stance against
human rights.®* In August 2020, for example, the Brazilian Supreme Court
(STF) ordered the suspension of the compilation of a dossier against political
opponents produced by an Intelligence Directorate (DINT/SEOPI) under the
Ministry of Justice and Public Security (MJSP). In March 2021, Bolsonaro’s
attorney general argued before the STF to utilize the National Security Law
(LSN) to investigate and prosecute people who criticize his government. LSN
was adopted by the Military Dictatorship in 1983 and was only revoked by
the National Congress in August 2021.* Conversely, Bolsonaro declared in a
televised cabinet meeting in 2020 that he trusted his “informal” intelligence
network, not the government’s civilian intelligence agencies.* It has been dif-
ficult to reconcile a commitment to truth and respect for scientific evidence
underlying intelligence analytical work with the president’s far-right ideol-
ogy. In May 2020, for example, a secret ABIN report released by the press
indicated that Bolsonaro ignored and failed to act in response to the serious-
ness of the COVID-19 pandemic.*

In sum, Bolsonaro’s contradictory claims and actions vis-a-vis intelligence
have obstructed intelligence democratization in Brazil. The expansion of
SISBIN in the last two decades also poses challenges for assessing the control
and accountability of intelligence activities.

ANALYSIS

The preceding discussion reveals that in contrast to the rapid expansion of
the SISBIN, the institutions for oversight and control are fewer and weaker.
The next section provides an evaluation of the gaps and unbalances between
the size of the Brazilian intelligence system and the ability of the selected
entities to exercise external democratic controls over the SISBIN agencies.*’
Table 5.1 summarizes the preliminary findings and an overall performance
assessment of each selected institution.
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Table 5.1. Oversight institutions, attributes, and performance

Institution Mandate  Focus Scope  Resources Profile  Performance
CREDEN-CG  Decree evaluate cluster insufficient  soft weak
CISET-PR Decree audit agency sufficient hard strong
CcGU Law investigate  system  sufficient hard  strong
TCU Constit audit system  outstanding hard  strong
CCAl Law evaluate system insufficient  soft weak
CPl Constit investigate  system  sufficient hard  weak
CN) Constit evaluate cluster  outstanding  soft weak
CNMP Constit investigate  cluster  outstanding  soft weak
MPM Law investigate  cluster  sufficient soft weak
MEDIA Constit evaluate system  sufficient hard medium

Source: Elaborated by the author.

In the executive branch, there is a significant gap between CREDEN’s
potential to improve the democratic governance of intelligence in Brazil
and its current level of irrelevance in this realm.*®* CREDEN’s legal mandate
includes monitoring and evaluating the PNI and ENINT implementation
programs.* However, the GSI minister chairs the CREDEN. In other words,
the same minister (an army general) who has direct authority over ABIN and
coordinates the SISBIN council is responsible for evaluating and monitoring
how well the executive branch of the federal government implements the in-
telligence policy/strategy.*® As of March 2021, no evidence exists of technical
groups and reports assessing any such objectives. In this sense, CREDEN-CG
fails to provide vital control and oversight (monitoring and evaluation), is
insufficiently resourced, displays low assertiveness (soft), and achieves poor
overall performance.

The CGU is the central organ of an Internal Control System for the Federal
Executive Branch.’! The comptroller general’s mandate extends to all civilian
bodies of SISBIN (the military has its own legal and disciplinary regime).
The Internal Control Secretariat of the Presidency (CISET-PR) is also part of
the Federal Internal Control System, so the GSI and the ABIN are under its
purview. Under the terms of law 13,844 of 2019, CGU has auditing powers
and executive functions of ombudsman, inspectorate, and internal affairs.>
The power to sanction individuals contributes to making CGU and CISET
effective oversight instruments regarding the legal conformity of officials’
conduct. CGU is well funded and has been assertive in performing its mis-
sion in general.® There is one glaring problem, however. The CGU is also
a member of the SISBIN Council, which precludes it from being considered
an external and independent overseer. For example, in 2020, CGU and ABIN
signed a Technical Cooperation Agreement for information sharing and anti-
corruption training.>
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In the legislative branch, there is a similar contrast between the Federal
Court of Accounts (TCU) high performance within its narrow mission and
the low performance of the CCALI Based on the Federal Constitution (Article
71) and its organic law,* the TCU is empowered to inspect, audit, investigate,
and judge the accounts of all the institutions and persons responsible for the
money, assets, and currency of the Federative Republic. Transparency mea-
sures (online Budget Panel) allow citizens to critically monitor public spend-
ing on security, defense, intelligence, and even secret actions.’® With outstand-
ing resources and an assertive approach, the TCU has demonstrated a strong
performance in auditing intelligence spending, at least in the case of ABIN.Y

In contrast, despite its broad formal powers to evaluate, investigate, and
audit, CCAI lacks minimal resources and displays low levels of expertise and
interest (soft profile) as an overseer.® Its activities are intermittent and unfo-
cused, setting a low standard for what Loch Johnson described as “sporadic
patrolling and ad hoc responses to fire alarms.” Even further regulatory ac-
tion from the Joint Commission, which could be expected in such situations,
has failed.®® For example, in 2015, the CCALI leadership introduced Bill 3,578
to regulate intelligence operations. The bill was shelved in 2019 without be-
ing voted upon.®’ Without a clear definition of what constitutes intelligence
operations and analysis, something the original SISBIN law failed to provide,
it is challenging to have effective oversight over such an elusive puzzle.

After twenty years, CCAI remains poorly institutionalized; therefore, the
efficacy of its functioning depends on who presides over it, which alternates
between the chairs of the Defense and Foreign Affairs Commissions of the
Chamber of Deputies and the Senate. In 2019, for example, the son of the
president, Federal Deputy Eduardo Bolsonaro, held the vice presidency of
CCAL, creating an egregious conflict of interest. The Parliamentary Com-
missions of Inquiry (CPIs), designed to react with greater incisiveness and
granted special investigative powers to rectify exceptional situations, cannot
fulfill their roles in the absence of CCAI’s cooperation. They tend to produce
inconclusive and generic reports, as was the case with the CPI’s investigation
into allegations of espionage activities conducted by the U.S. government
against Brazil in 2013-2014.%

In the judicial branch, the National Council of Justice (CNJ) is the body
mandated by the constitution to guarantee the independence of justice and to
inspect, audit, sanction, monitor, and evaluate the Brazilian judicial system.
Experts contend CNJ is generally not very effective in performing oversight
functions. Between 2007 and 2018, the average annual incident rate of sanc-
tions was 0.14 percent of the total procedures initiated.> Concerning SISBIN,
a potentially relevant area of activity for the CNJ would be monitoring
and evaluating judicial authorizations for interception of communications,
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signals, and data. ABIN does not possess police powers and cannot request
judicial approval to conduct wiretaps. However, law enforcement organiza-
tions conduct information interceptions in criminal investigations and intel-
ligence operations with judicial authority. Data from the National Telephone
Interception Control System (SNCI) indicates 19,213 court decisions regard-
ing communication transmission intercepts between 2015 and 2020.% The
CNJ should investigate the rationale behind such interception requests and
possible abuses of power from law enforcement and intelligence agencies.
However, no evidence of discussions about such matters by the council can
be found.

Similarly, since the 1988 Constitution, the National Council of the Brazil-
ian Public Prosecutor’s Office (CNMP) has been the supervisory, audit, and
evaluation body of the public ministry (MP), a Brazilian body of independent
public prosecutors at the federal and state levels. Over the years, the MP has
acquired increasing autonomy and enormous resources, with positive effects
in several areas like environmental protection and human rights. However,
more power was coupled with lackadaisical accountability and great latitude
to individual agenda setting and engendering legal abuses and political biases
that became evident in the aftermath of the Car Wash anticorruption opera-
tion.55 Regarding intelligence oversight, there are two additional problems.
First, the CNMP effectively renounced its constitutional duties to oversee and
carry out external control of the police forces, including police intelligence.*
Second, although the intelligence units of the various public prosecutor
branches are not formally part of SISBIN, there are many informal collabo-
ration channels, joint training, socialization mechanisms, and coordinated
agendas limiting CNMP’s independence as an external control institution.”’
An even softer profile characterizes the Military Public Ministry (MPM)
relationship with military intelligence agencies.® As the delineation between
intelligence and intelligence oversight entities becomes blurred, the net re-
sults are costly and potentially harmful to the citizens.

In the case of the media, the Brazilian Constitution guarantees freedom
of expression and independence. Sufficient resources exist within Brazil for
critical and independent coverage. Following the pattern identified by Loch
Johnson,® the Brazilian media has been assertive in denouncing abuses,
failures, and scandals (“fire alarms™).” However, coverage was intense only
during crises and primarily focused on ABIN.” The relative scarcity of com-
plaints about abuses committed by the intelligence services against citizens,
compared with those against police violence, may indicate that SISBIN does
not perform direct repressive functions. Even so, little is known about the
system’s social penetration and surveillance capacity, topics essential in de-
termining democratic consolidation.
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Moreover, the Brazilian media is weakened by dependence on selective
leaks and official sources. Brazil ranks 107th among 180 countries in the
World Press Freedom Index of the organization Reporters Without Borders.™
Three main factors hinder freedom of the press in Brazil: excessive con-
centration (TV, radio, printed, and online media cross-ownership), recurrent
violence against journalists, and the exponential amount of disinformation
circulating through social media and unchecked digital outlets.”

CONCLUSION

The institutional design of Brazil’s intelligence oversight is comprehensive,
especially considering Latin America’s legacy of opacity.” However, three
serious problems persist.

First, more than twenty years after the establishment of SISBIN, the most
effective oversight mechanisms are neither evaluation nor investigation but
auditing. Considering what Russell Swenson and Carolina Sancho called the
forward-looking and preventive governance model, simultaneous evaluation
policies and investigating agencies are the most crucial tasks for attaining
intelligence democratization.”” In the case of Brazil, the institutions that
should evaluate intelligence policies of the federal executive (CREDEN-CG),
legislative (CCAI), and judiciary (CNJ) branches are those with the weak-
est performance. According to Frans Leeuw and Jan-Eric Furubo,” the four
conditions for evaluation systems to become institutionalized are an explana-
tory (not merely normative) epistemological perspective, clear organizational
responsibilities, permanence, and a focus on the uses of evaluation reports to
improve the policy cycle. In 2019, a Public Policy Monitoring and Evaluation
Council was created in the federal government, creating no distinguishable
impact thus far in intelligence oversight.”

The second problem arises from the vague definition of intelligence adopted
in the law that devised SISBIN, which allowed excessive growth (forty-eight
federal agencies so far) and the risk of undue securitization in various pub-
lic policy realms. Additionally, military intelligence and law enforcement
agencies are not subjected to any meaningful external oversight mechanisms
by the executive, legislative, judiciary, and prosecutorial powers. They receive
only a fraction of the media’s attention in comparison with ABIN. Further
research remains essential to assess intelligence oversight’s challenges at the
federal, state, and municipal levels, including private companies.

Third, since 2016 democracy has weakened in Brazil, a trend that has only
worsened under Bolsonaro. Systematic attacks on social and civil rights are
coupled with a weakening of accountability institutions. Building a legitimate
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and effective intelligence system depends on national and international po-
litical dynamics. Authoritarian temptations, either from government officials
or sectors of military, police, and intelligence bureaucracies, can only be
averted if society ascertains a minimal consensus around democratic rules of
coexistence among a plurality of interests and opinions, as well as harmoniz-
ing sustainable and equitable development goals. To be part of the solution,
all components of the SISBIN should adopt a strong ethical commitment to
intelligence based on evidence, logical consistency, rule of democratic law,
critical thinking, and self-reflection.

According to Peter Gill’® and Patrick Obuobi,” effective oversight may be
prevented by official secrecy and the power derived from technical expertise.
According to Edward Shils,* secrets are compulsory retention of knowledge
reinforced by the prospect of sanction in case of unauthorized disclosure.
Therefore, official secrecy is a public form of regulating information flow,
with limits and procedures that require public justification, legal and admin-
istrative procedures, and proper control and oversight. For David Luban,*
first-order justifications for government secrecy are potentially valid and
compatible with a democratic regime. However, when the very foundations
of secrecy rules become secret, second-order reasons became increasingly
incompatible with democracy. In Brazil, the federal information access
law is very recent (2011) and has been under attack since the beginning of
Bolsonaro’s government. Intelligence oversight bodies could use LAI more
frequently to address official secrecy from both perspectives, material (how
many documents are being classified and by whom?) and ethical (which jus-
tifications, if any, are being offered by the authorities?).

The technical complexity of intelligence activities also hinders democratic
accountability. Obtaining information, overtly and clandestinely, from hu-
man sources and the electromagnetic spectrum (cyberspace) is technically
demanding.®? The cryptology and cryptography legal framework and prac-
tical consequences are challenging topics to be addressed by the National
Congress.?® However, public policies in different areas require technological
and scientific knowledge. To effectively conduct intelligence oversight, one
possible remedy would be to increase staff and officials’ expertise.? In con-
trast, the fact that CCAI has only one staff person in 2021 to support the Joint
Commission in the National Congress to oversee forty-eight federal agencies
tells a lot about Brazil’s current state of democratic intelligence governance.
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