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tructural change has been the main feature of the Brazilian intel-

ligence sector since 1999. In order to evaluate the achievements,

failures, and consequences of this structural change, this chapter
will explore two separate paths sirmultaneously.

Regarding the first path, one must start searching for an explanation
for the causal nexus between the processes of institutional transfor-
mation (i.e., organizational and legal changes) and degrees of demo-
cratic control. Itis important to know how rmuch the changes observed
in a country are congruent with the nature of a political regime. It
is similarly important to note how different levels of democratic con-
trol over intelligence activities are affected by these same empirically
observed structural changes. The second path is also a rough one, be-
cause the information that exists regarding the aforementioned struc-
tural changes is varied and diverse. The intent in this chapter, then, is
to show the processes that exist within the reformed Brazilian intel-
ligence system and to analyze both their limits and their potential.!
In order to do this, the chapter is organized into four parts. First, in
this introduction, two general premises about intelligence are briefly
stated, and the working hypothesis that bounds this work is specified.
Next, ['will discuss the nature of the present Brazilian political regime,
as well as some indicators of the current level of the state’s capability to
conduct intelligence activity. Then changes in the organizational and
legal framework of the intelligence system of this country throughout
the period 1999-2005 will be presented. I will conclude with a brief
and tentative evaluation of the impact of such changes on the level of
democratic control and on the effectiveness of Brazilian intelligence
services.

The first premise supposes the presence of intelligence services that
are legitimate and effective as a necessary condition for a democratic
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country to guarantee the safety of its citizens and to promote its pub-
lic interests.? In this sense, intelligence services are an essential part—
together with the military forces, the police, and the diplomats—of the
bureaucratic apparatus of any state with minimal intentions of having
autonomy in the international system.

The second premise is related to the inherent tension that exists be-
tween the requisites of security and the minimal procedural criteria
of democracy, especially in the areas of defense, foreign policy, and
provision of public order. Besides the problems that are common to
democratic controls existing in other areas of the state’s action, in the
area of security there are specific tensions and difficulties that may
be summed up in two dichotomies: state security versus individual
security, and governmental secrecy versus the right to information.
Obviously, these two dichotomies are not inherent only to develop-
ing countries or to those countries that have been through authori-
tarian regimes but also manifest themselves in the more established
democracies?

I consider, however, that the challenge in bringing intelligence ser-
vices under democratic control and making them effective (and effi-
cient if it can be known) in the so-called new democracies is particu-
larly fundamental for democracies like Brazil. This is primarily due to
the institutional and behavioral inheritance received from the previ-
ous dictatorship and the relative frailty of the state in these countries.
The problem of democratic control over intelligence services is a part
of the more general challenges associated with the solution of civil-
military relations and of the building up of the state’s capabiliry.*

The working hypothesis that informs this chapter is that although
the Brazilian political regime is comparatively democratic and consoli-
dated, Brazilian total capability in the area of security is relatively low,
which makes it harder to maintain both democratic control and the
effectiveness of the new intelligence structures that were implemnented
. after 1999. In the current phase of development in the country, a per-
sistent vulnerability in terms of state capability tends to be detrimen-
tal for both the stability and the quality of democracy. Although the
democratic legitimacy and the effectiveness of intelligence services are
closely related, in the case of Brazil the present challenges related to
the institutionalization of these services are more strongly related to
effectiveness than to democratic control.’
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THE BRAZILIAN POLITICAL REGIME:
DEMOCRATIC CONSOLIDATION?

T accept with reservations some minimum and necessary criteria that
enable us to characterize a political regime as democratic: First, the
leaders both of the executive power and of the legislative power are
selected through periodic, competitive elections, which are considered
clean by participants and external observers accepted by the candi-
dates. Second, the political rights of voting and being voted for in-
clude the whole adult population. Third, basic political and civil rights
(speech, organization, and physical integrity) of each citizen are not
violated without the political and legal indictment of the governing
leadership. And fourth, the elected representatives can govern with-
out the tutelage of nonelected groups of power, be they military, of
the business community, foreign governments, or any other groups of
interest.’

Whether one agrees or not with such criteria, as far as Brazil is
concerned there is a consensus in the literature about the demo-
cratic nature of the country’s political regime.” By the same token,
in projects that use continual measurements of democracy instead
of static classifications, such as the Polity Project of the University
of Maryland or Freedom House’s index, Brazil is evaluated as being
strongly democratic.

Although the duration of the Brazilian democratic regime has not
yet gone beyond the threshold of twenty years of stability, as pro-
posed in a study by Arend Lijphart,” whether one considers the year
of transference of a military president to a civilian one (1985) or the
year of the first democratic direct election of the country’s president
under a democratic constitution (1989), the country is now closer to
that threshold, and all prospective international evaluations of a po-
litical risk for a period of five years are consistent in stating that, in the
case of Brazil, there is no possibility in sight 6f an interruption of the
democratic process.*

Finally, the election itself of President Luiz Indcio Lula da Silva,
known commonly as Lula, at the end of 2002 and the ascension into
power in the federal level of the Workers’ Party (P'T'— Partido dos Tra-
balhadores) has been pointed to as a sign of maturation and consoli-
dation of the Brazilian democracy. '

It is important to notice, however, that the criteria of classification
mentioned in the beginning of this section are strictly procedural. This
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implies a negative and/or weak conception of a democratic consolida-
tion represented by the mere absence of backsliding. In other words, it
is the external observation of behaviors of relevant collective subjects
(civilian elites, various social groups, foreign governments, the mili-
tary, etc.) and the empirical verification of the occurrence (or not) of
a singular event (a violent interruption of the democratic procedures
above defined). As Andreas Schedler and Guillermo O’Donnell cor-
rectly argue, consolidation measurement problems tend to become ex-
ponential if one adopts a “positive and strong” conception of consoli-
dation, with more-demanding normative expectations of depth of the
desirable characteristics of 2 democratic regime “with adjectives.” !

Whatever the case may be, the central point here is that the ability
to establish control over intelligence services is vastly different, de-
pending on the prior political regime. In this sense, it is fair to say that
the structural changes that have taken place since 1999 in the Brazil-
jan intelligence community should be consistent with the evaluation
of the Brazilian political regime as a consolidated democracy. In order
to assess that, those changes are presented in the next section.

BRAZILIAN INTELLIGENCE SYSTEM!:
STRUCTURAL CHANGE AND CONTROL

Having established the contextin which recent structural changes have
been made in the area of intelligence in Brazil, it is necessary now to
look at these changes and analyze the problems of democratic control
associated with the emergence of these new organizations and proce-
dures. This will be done in four stages. Initially, I will summarize the
most important legal changes to the Brazilian intelligence structure.
Second, I will discuss organizational changes within the intelligence
community that affect its control. Third, the priorities and thematic
emphases over the last two governments will be examined. Finally, I
will discuss the theme of effectiveness in the current Brazilian syster,
examining professionalization and resource problems.

Legal Framework for Intelligence in Brazil

The current framework of the intelligence sector in Brazil was estab-
lished by Law 9.883 of December 7, 1999, through which the Congress
created the Brazilian Intelligence Agency (ABIN) and instituted the
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Brazilian Intelligence System (SISBIN). Legally, ABIN is considered
a central agency of the system and is responsible for regulating the
flow of information produced by the institutions linked to it. Enact-
ment of this law not only reflected the weight of a tradition of very
generic definitions about the legal mandate of intelligence agencies in
Brazil but was also the result of several legislative initiatives presented
by the leftist parties and by the government, internal negotiations in
the executive, and pressure from civil society throughout the 19g0s. 2

In the first articles of Law 9.883, intelligence activity was defined
as that which intends to “obtain, analyze, and disseminate knowledge
within and outside the national territory on facts and situations of im-~
mediate or potential influence on government actions and decision
processes and about the protection and security of society and the
State.” Equally generic, counterintelligence was defined as “the ac-
tivity that intends to neutralize adverse intelligence.” The specific con-
tent of the priorities and thematic emphasis of both activities was left
to be defined by a national intelligence policy to be established by the
president after hearing suggestions from the external contro agency
in Congress.

Initially quite slowly, but with a quickening tempo in the last few
years, an important legal structure regulating intelligence activities
has emerged in Brazil. For a comprehensive view of this legal frame-
work, it would be necessary to analyze the Federal Constitution of
1988, as well as existing legislation that defines crimes against the secu-
rity of the state and of individuals, regulates instruments combating
crime (inchiding telephone tapping), establishes the policies of infor-
mation security and government secrecy, establishes the procedures
tor the control of public administration in general, and so on. Obvi-
ously, such a legal analysis is far beyond the possibilities of this text.?

Thatsaid, it is worthwhile to emphasize a number of decrees and ad-
ministrative guidelines of the executive (e.g., that which in 2002 regu-
lated the functioning of SISBIN), as well as some specific laws (such
as the law defining a career path for the analysts of the intelligence
system, approved in 2004) that have contributed decisively in shap-
ing the activity in the sphere of federal government. Even considering
that different organizations and functions of the Brazilian intelligence
system receive more or less attention in terms of explicit regulations,
it can be said that today Brazil has fairly developed legislation in the
areas of intelligence and information security (see Table 6.1 for a list
of the main legal instruments),
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TABLE 6.1 BRAZILIAN FEDERAL INTELLIGENCE AN RELATED LAWS
" Year
Type of law Number  enacted  Main focus Comment
Constitution Art.s 1988 Freedom of expres- State security-related
sion and right to exceptions
information
Constitation Art. 142 1988 Roles and missions of  External defense;
armed forces uphoid the Constitu-
tion and, by request
of the constitutional
government, keep
internal law and
order
Ordinary law 7370 1983 National securicy Passed under mili-

: tary rule; still in
place. Congress is
exarmnining a bill
(6.764/2002) desling
with erimes against
the state and democ-
racy

Ordinary law 8.028 1990 Termination of the SNT was the power-
' National Information  ful intelligence and
Service (SNT) security service of
the Brazilian military
regime
Ordinary law 8.159 1991 National archives Main regulation re-
' policy garding access to
government files
Executive decree  4.553 2002 Information security Security classifica-
tions and clearances
Ordinary law 9.034 1995 Use of operational Some articles

means {i.e., techni-
cal surveillance) to
prevent and repress
crime
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TARLE 6.1 CONTINUED
Year
Type of law Number  enacted  Main focus Comrrment
Ozdinary law $.206 1966 Judicial advance au- ABIN is not allowed
thorization for tele- either to ask for such
phone interceptions an authorization or
to engage in tapping
operations
Ordinary law 9.883 1999 Establishes the Bra- Missions are de-
zilian Intelligence fined in fairly general
Agency (ABIN) terms based on a
and the Brazilian broad definition
Intelligence System of intelligence and
(SISBIN) counterintelligence
Complementary Law g7 1959 Establishes the De- MD structure and re-
fense Ministry (MD)  sources were detailed
and the EO Defense by Decree 4.735/2003
General Staff (EMD)  and Policy Directive
MDD r.037/2003
Executive decree 3.605 2000 Establishes the Public ~ SENASP/M]J as co-
Security Intelligence  ordinator; Decree
Subsystem (SISP) 3.348/2002 first de-
fined ABIN as SISP
central agency, but
the Ministry of Jus-
tice was able to regain
its coordinator role
for the SISP
Executive decree 4.376 2002 . Specifies SISBIN’s Defines members of
organization and the SISBIN and its
membership Consulting Council;
complemented decree
4.872/2003
Policy directive, 29§ 2002 Establishes the De- Strategic Intelligence
Ministry of Defense fense Intelligence Deparument (DIE) of
System (SINDE) the MD as the central
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TABLE 6.1 CONTINUED

Type of lew

Nuguber

Year
enacted  Main focus

Comment

Ordinary law

Narional Congress’s
internal resolution

10.862

o8

2004 ABIN’s Special
Career Plan

2000 Joint Commission
for the Intelligence
Activities Control
(CCAD

Defines the informa-
tion analyst career,
from entry through
training and ad-
vancement, until
retirement; includes
ethos and ethics
requirements

CCAI was estah-
lished in zooo; as of
December 2006, the
Brazilian Congress
had not approved the
comission’s internal

rules

Org;_a:nizatiomzl Changes in the Brazilian Imellz'geme System

With regard to the most important organizational changes that oc-
curred after the establishment of ABIN in 1999, it is important to
highlight at least four: subordination of the ABIN to the Institutional
Security Cabinet (GSI) of the President of the Republic; the cre-
ation of the Joint Commission for the Control of Intelligence Activi-
ties (CCAI) and other control committees in Congress; regulation of
the participation of the ministries in the sphere of SISBIN; and cre-
ation of two intelligence subsystems, the Public Security Intelligence
. Subsystem (SISP) and the Defense Intelligence Subsystem (SINDE).
Figure 6.1 depicts the current Brazilian intelligence system.

In the case of subordinating ABIN to GSI, the government tried to
justify this decision, made during the second term of President Fer-
nando Henrique Cardoso (1999-2002), citing the need to guard the
president from the daily managerial demands and the potential crises
resulting from scandals and tensions inherent to the relation between
intelligence and policymaking. In practice, the subordination of ABIN
to GSI corresponded to a number of responsibilities that GSI had ac-
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quired over time because of the trust the president had in General
Alberto Cardoso (no relation). GSI became the main instrument for
bringing together the flow of information from various federal agen-
cies and the center for managing crises in internal and external secu-
rity. Although ABIN is legally defined as the central agency of the int<?,1~~
ligence system and, in practice, plays the role of primus inter pares, its
subordination to the GSI increased the control of the decision makers
in setting priorities and collecting and analyzing information, while at
the same time reducing the ABIN’s authority over the other partici-
pating agencies.

The second relevant structural development since 1999 was the cre-
ation in November 2000 of the Joint Commission for the Control of
Intelligence Activities (CCAI) in the Congress."* After eleven meet-
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FIGURE 6.1. Brazilian Intelligence Systerm. The bold rules link the members of the
SISBIN Advisery Council.
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ings up through July 2004, the CCAI faced enormous difficulties in
carrying out its control functions. These difficulties result in part from
the very institutional design of the agency—it is presided over each
year in turn by the president of the Commission of Foreign Relations
and National Defense of the Senate and the House of Representa-
tives. But problems have also arisen because of a lack of technical re-
sources and personnel. For example, the only employee of the Senate
who specialized in intelligence and decisively contributed to the exis-
tence of the CCAI also worked to support several other commissions
and different tasks of the heads of the Senate. From 2000-2003, parlia-

mentary members of a center-left coalition presided over CCAT and

carried out important joint initiatives with agencies of the executive.
These included the first-ever seminar on intelligence control (which
was actually broadcast to the public) and consultation with civil society
in 2003 (another first) about the priorities of the National Intelligence
Policy. In spite of this, as of July 2006, the CCAIT still had not man-
aged to get its bylaws approved by Congress, and the sporadic meet-
ings and activities were overly occupied with reaction to scandals and
accusations in the press, rather than intelligence control priorities.

In addition to CCALI, four other commissions have been established
in Congress to support the control of intelligence activities: the de-
fense commissions in both the House of Representatives (CREDEN)
and the Senate (CRE); the Commission of Public Security against
Organized Crime (CSPCC) of the House of Representatives; and the
permanent subcommission of Public Security of the Commission of
Constitution, Justice, and Citizenship in the Senate. With regard to
budgets, monitoring intelligence is the responsibility both of the In-
ternal Control Office of the President of the Republic and of the Union
Accounts Tribunal (TCU).»

The publication of Executive Decree 4.376 in 2002 was an impor-
tant step in outlining the organizational frontiers of SISBIN and rep-
. resents the third important structural change in the Brazilian over-
sight regime. The spirit of the 199g law was to incorporate not only
ministries and agencies of indirect federal administration but also state
and municipal organizations and even private companies and entities
from civil society. By 2004, SISBIN was made up of GSI, ABIN, the
Ministry of Defense, the Ministry of Foreign Relations, the Presiden-
tial Adviser’s Office (Casa Civil—the agency responsible for managing
the Amazon Protection System), the Ministry of Justice, the Minis-
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try of National Integration, the Ministry of Science and Technology,
Ministry of the Environment, Ministry of Health, Ministry of Social
Welfare, as well as the Ministry of Labor. As can be seen in Figure
6.1, at least two ministries participate in SISBIN through three units
or more (Justice and Defense), whereas the Ministry of the Treasury
participates through both the Office of Tax Revenue and also in the
Intelligence Unit of the Central Bank. Together with GSIand ABIN,
these two ministries, along with the Ministry of Foreign Relations and
the Presidential Adviser’s Office (Casa Civil), make up the Advisory
Council of SISBIN. Some organizational stability has been obtained
in SISBIN in that each ministry has appointed a single person respon-
sible for interaction with SISBIN.

Finally, it is important to highlight the establishment of two impoz-
tant intelligence subsystems in Brazil: the SISP and the SINDE.

PUBLIC SECURITY INTELLIGENCGE SUBSYSTEM

"The Public Security Intelligence Subsystem (SISP) was established in
2000 through Executive Decree 3.695 and is coordinated by the Public
National Security Office (SENASP) of the Ministry of Justice. The
main operational components of SISP are the Department of Federal
Police (DPF) and the Department of Federal Highway Police (DPRF),
in the Ministry of Justice, as well as members of the Ministry of Trea-
sury (SRY, the Federal Revenue Secretariat; the Central Bank; and
COAF, the Financial Activities Organizing Commission), the Min-
istry of National Integration, the Ministry of Defense (SPEAI), the
Institutional Security Cabinet of the President of the Republic (ABIN
and SENAD, the National Anti-Drug Secretariat), as well as the civil
and military police of the twenty-six states and the Federal District.

Although defined as a subsystem of SISBIN, in practice the number
of organizations involved in the police intelligence networks tends to
transform SISP into a system only partially integrated to SISBIN, in
spite of the participation of ABIN and other federal agencies in both
advisory committees. -

Through an unusual initiative in the first half of 2003, efforts to for-
mulate a national plan of public security intelligence (PNISP) within
SISP were under way. This was, unfortunately, interrupted. A policy
such as this would have been essential for the country to fight orga-
nized crime and urban violence, which present the gravest threats to
the security of citizens and to the state itself.
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Generally, the SISP is not operating as effectively as it could be-
cause not much has come from the potential to integrate the flow of
information in the areas of criminal (internal) security mteihgcnee
counterintelligence, and COUNtErterrorisin.

THE DEFENSE INTELLIGENCE SYSTEM

The Defense Intelligence System (SINDE) was formaily established
in June 2002, through an internal administrative decision within the
Ministry of Defense (Regulation 295/MD). This subsystem was cre-
ated to bring together intelligence components of the navy (CIM),
the army (CIE), the air force (SECINT), the defense heads of staff
(EMD-2), and the Ministry of Defense. The Strategic Intelligence
Department of the Ministry (DIE-SPEAT), which is also responsible
for representing SINDE in SISBIN and in the National Congress, is
responsible for coordinating the SINDE effort. The intelligence ser-
vice of each branch of the armed forces is subordinated both to the
Ministry of Defense and to the offices and heads responsible for stra-
tegic and operational intelligence, though they each operate in a very
decentralized manner.

The idea of “system” derives precisely from the idea of a whole that
is maintained by the functional differentiation of its parts. Unfortu-
nately, this is not the case with SISBIN, SISP, and SINDE. One reason
is that the degree of hierarchical centralization that SISBIN carries

out is low. Another is that all three systems tend to focus on either na-

tional issues or the operational aspects and bureaucratic imperatives of
the organization itself, rather than focusing on areas or functions that
they are best organized to support. I will come back to this issue later
in the chapter. In the best of all possible worlds, the overall systems of
intelligence have the potential of integrating vital informal flows and
improving the security of the state and of citizens, In addition, the new
comprehensive “systems” have simplified the process of external con-
trol, since they create more-focused points of interaction between a
number of intelligence organizations, the interested politicians in the
Congress, in the executive, and in society itself.

In summary, Figure 6.2 represents the relationship between the
three systems, which, in my opinion is closer to the real dynamics of
power and distribution of resources than the formally based idea that
military and police intelligence are merely subordinated to GSI and
ABIN through the SISBIN rules of operation.
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SISBIN

FIGURE 6.2. The three intelligence systems in Brazil.

Policies and Priovities in the Last Two Governments

According to the law that created SISBIN, intelligence priorities are
established for the system as a whole, through both National Intelli-
gence Policy (PNT) and annual guidelines. The executive branch, with
approval from the Joint Commission of Congress, is responsible for
establishing the PNTand annual guidelines. The current PNI was sent
to Congress in May 2000 and approved by CCAI in November 2001,
with some amendments. However, the PNI dealt mainly with proce-
dures, limits, and responsibilities of the newly created SISBIN and
provided little clarification about intelligence priorities.

A more precise indicator of intelligence guidelines may be found in
public statements by heads of the intelligence sector during the second
term of President Cardoso (1999-2002). For example, in the open-
ing ceremony of a seminar held in the National Congress in Novem-
ber 2002, General Alberto Cardoso (then head of the GSI} mentioned
several areas in which the intelligence agencies had made significant
impacts on government decisions. Among the areas General Cardoso
mentioned were the monitoring of separatist movements; the moni-
toring of answers to demands from social movements; land issues; the
protection of the indigenous population; biodiversity and the environ-
ment; opportunities and obstacles to national development (mainly in
areas of leading technologies and the use of natural resources); squat-
ting (mainly in the Amazon region); the proliferation of weapons of
mass destruction (in support to the Brazilian delegations and multi-
lateral agencies); public security in the Brazilian states (in partnership
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with SISP); the fight against transnational organized crime, drug, and
weapons trafficking, and money laundering; the prevention of terror-
ism and monitoring the movements of members of international ter-
rorist organizations; monitoring and evaluation of external conflicts
(and their potential impact on Brazil}; and monitoring actions resule-
ing from Plan Colombia and their possible consequences in Brazil.
General Cardoso also mentioned the implementation of the National
Program for the Protection of Knowledge (PNPC) and the work of
the Research Center for Safe Communications (CEPESC/ABIN),
both of them very important for the initiatives of information security,
cryptography, and counterintelligence in Brazil *¢

Although there is not yet a similar public discussion of the full
range of issues on intelligence work in the Lula government (2003-
present), the Foreign Relations and National Defense Chamber of
the Government has defined four main themes as priorities in 2003:
public sécurity and organized crime (including terrorism and illegal
immigration); information security (including protection of sensitive
knowledge); threats to national interests and opportunities, mainly in
South America; and internal and external threats to the state and to
democratic order. ‘

In July 2004, President Lula gave a speech at the inauguration of
the new ABIN director, Mauro Marcelo de Lima e Silva, in which
he emphasized that the intelligence agency should once and for all
put behind it the heritage from the past by strengthening its collec-
tive analytical capacity and the relevance of its products, an effort
that clearly depends directly on professionalizing ABIN’s employees.!”
Undoubtedly, these are some of the challenges faced by the Brazilian
intelligence services after the implementation of the current structural
changes. A further difficulty is the allocation of the scarce resources
to carry out an intelligence mission that has been defined in a very ge-
neric and vague way—according to the political crisis of the moment.
This can be seen in the wide range of issues and the emphasis on inter-
nal security themes (which is rarely questioned). These two themes—
resources and professionalization—need further comment.

Ongoing Difficulties: Effectiveness of the ABIN

The wider context of the difficulties of institutionalizing the new intel-
ligence structures in Brazil highlights a lack of willingness of the po-
litical elites in the executive and legislative branches in dealing with

162

INTELLIGENCE IN BRAZIL

the problem of effectiveness in the services. In Brazil, effectiveness can
be observed in professionalization of intelligence personnel and the
state’s capacity to develop these personnel. Professionalism can be ob-
served in three categories: professional training and educational stan-
dards, a viable career path, and a code of ethics.'®

PROFESSIONAL TRAINING AND EDUCATIONAL STANDARDS

In Brazil the federal government’s intelligence organizations, both in
the armed forces and in the civil sphere (ABIN, the Federal Police, the
Treasury Ministry, and so on), maintain their own continuing educa-
tion and refresher course centers for their collectors and analysts. The
two best-known centers of this kind are ABIN’s Intelligence School,
which offers short courses and specific training to a number of other
areas in the federal public administration, and the army’s Intelligence
School, which serves mainly the ground forces.

The curriculum at the ABIN school is primarily divided into two
areas: intelligence methodology and a broader set of courses that in-
clude foreign language instruction. Overall emphasis is on the meth-
ods and techniques that develop specific abilities in the employees and
that complement academic knowledge already acquired by these per-
sonnel (ABIN analysts are required to have a college degree). The
focus of the curricula is on strategic intelligence rather than tactical
intelligence, and great emphasis is placed on the employee’s ability to
analyze and summarize information, to think logically, and to work
under pressure. Interestingly, a number of institutions devoted to the
formation of professions for the federal administration (among them
the Advanced School of "[reasury Administration and the National
School of Public Administration, to note just two examples) collabo-
rate with the professionalization process at ABIN. In the case of the
Escola Superior de Guerra (ES(G), there is even an exchange on a regu-
lar basis, so some instructors from ABIN’s Intelligence School instruct
in the Advanced Strategic Intelligence Course at ESG.

ABIN also promotes symposia and gives courses to private and pub-
lic companies abqut how to protect sensitive information, as occurs
with the Financial Intelligence Course at the Federal University of Rio
de Janeiro, as well as in a4 course given at the Brazilian Bar Association.

A VIABLE CAREER PATH

The existence of a professional career track in intelligence is very im-
portant in developing a cadre of officials to provide stability within the
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intelligence services, In ABIN’s present structure, two functional per-
sonnel categories have been created: the information analyst, which
requires a university degree, and the information assistant, for which
a high school diplomna is necessary. The Special Career Plan of ABIN
(Law 10.862 of 2004) defined the educational and promeotion crite-
ria for the intelligence career and also addressed retirement issues.
The plan outlined intelligence personnel development in four dis-
tinct phases. The first phase is a Profession Familiarization Course,
designed to qualify new candidates for specific assignments within
ABIN. A second phase includes a three-year period in which the ana-
lyst must achieve qualification to become a part of the agency’s staff
and leads to a first functional advancement. After eight years at ABIN,
selected personnel go to a Post-Qualifying Course, a third phase.
Seven years after that they attend an advanced course, the fourth
phase. The passage of this Career Plan law was a critical step toward
greater professionalization of the Brazilian intelligence system.

CODE QF ETHICS

Defining the ethical standards of an intelligence organization is much
more complex than doing so in other professions, such as dentistry or
medicine. A survey administered to forty-seven permanent ABIN em-
ployees (twenty-five managers, twelve senior analysts, and ten intel-
ligence analysts) set out to determine whether ethical standards did,
in fact, exist within ABIN, Respondents were asked about the type
of professional characteristics needed (in terms of personal qualities,
attitudes, capacities, and intellectual abilities), the products of intelli-
gence (nature of the information, kinds of problems), and the status
of the profession (profile of tasks, degree of institutionalization, rela-
tions between decision makers and analysts).

Although the data collected were widely dispersed, information
provided by the managers in particular offers a glimpse of the pro-
fessional ethos being developed in ABIN. Not surprisingly, values
pointed out as desirable by the managers were performance of law-
ful duties, tasks, and responsibilities. They also noted that the practice
of “intelligence” must be carried out with sound judgment, security
awareness, and impartiality. These respondents also saw intrinsic value
in the search for “truth” as a basic element of analyst behavior, ex-
pected discretion when employees dealt with work-related issues, and
presupposed that professionals would not make use of the informa-
tion they have access to as public agents for private purposes. These
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expressions of behavioral expectations on the part of intelligence pro-
fessionals of the Brazilian government imply their adoption of a set
of beliefs and values that guide attitudes and behaviors, contributing
to the necessary confidence in personal and professional actions, even
after they retire or leave intelligence service —in short, a code of ethics.

STATE CAPACITY TO DEVELOP INTELLIGENCE

It should also be noted that overall effectiveness of developing intelli-
gence will partly depend on the relative importance that intelligence is
given within the state. One way to view this is simply by reviewing the
resources allocated to intelligence. As indicated in the introduction to
the book, estimating government spending on intelligence is a difficult
process and one that is prone to error. Roughly speaking, one may esti-
mate the Brazilian spending on intelligence by adding the budget of
ABIN to the sums that appear in the subfunction “intelligence and in-
formation” in all the units of the Ministry of Defense and the Ministry
of Justice. The estimate derived in this way is $63.6 million.”” While I
recognize that the margin of error in the figure presented here is quite
high, it does represent a reasonable estimate of intelligence spending.
Relative to overall defense spending of about $11 billion, this figure
represents slightly less than 0.6 percent. The fact that so much of the
budgets of defense, public security, and intelligence are committed to
personnel and debts makes the challenge of professionalization even
harder. As Dunning puts it, “in spite of the difficulties in estimating
the relationship between input indicators and consequences, in terms
of capacity, usually, most of the governiments end up receiving the level
of services they are capable of paying for.”* In short, you get what you
pay for.

In summary, overall effectiveness in the Brazilian intelligence sys-
tem is improving because the professionalism of those individuals
serving in the system is advancing. Effectiveness is, however, hindered
by the state’s relatively low interest in developing intelligence vis-a-vis
other defense issues.

CONCLUSION
Brazilian structural reforms in intelligence have been mostly success-
ful from the point of view of adapting to the context of a consolidated

democratic regime. Even more, they are an important part of demo-
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cratic consolidation itself. The question one must ask is whether the
intelligence services are both under democratic control and effective.

In reviewing the control of Brazil’s intelligence apparatus, one can
say that democratic institutions are in place. The executive and legis-
lative offices clearly have structures and procedures to define intel-
ligence missions, review intelligence practices, and apportion funds.
‘The establishment of the CCAI is particularly noteworthy. The fact
that ethical standards have developed within the intelligence services
themselves also speaks well to the degree of control the government
has over the intelligence community. This is quite an accomplishment
when one considers that the entire intelligence community has been
redeveloped over the last fifteen years.

With regard to effectiveness, Brazil has created interesting struc-
tures in an attempt to coordinate and control intelligence in the two
main integrating instances (the GSIitself and the councils of the three
systems). Defining ABIN as the central agency of SISBIN is clearly
important, but Brazil has gone a step further by incorporating into the
system the most important civil ministries, such as the Presidential Ad-
viser’s Office and the Ministries of Justice and Foreign Relations. That
the same structure is reproduced in the case of the intefligence system
of defense, coordinated by the Strategic Intelligence Department of
the Ministry of Defense, also speaks well of the intelligence services
potential. Although in the case of SINDE, the degree of autonomy of
the intelligence agencies of the three branches of the military may be
considered excessive, it is in part neutralized by the very allocation of
resources, mostly controlled by the civilian members of SISBIN.!

Development of a cadre of intelligence professionals with a viable
career path and a professional ethic is clearly on the right path, though
increased spending in this arena would be beneficial to effectiveness,
as well as to control.

In the final analysis, it is fair to say that the intelligence services in
Brazil are under democratic control. Their effectiveness, while on the
right path, remains in need of further development.
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